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Introduction

The VMIA Self-Assessment Hub (the Hub) is an online tool operated by VMIA. Accessible only to authorised
users, the Hub contains the following self-assessment tools:

e Risk Maturity Benchmark
e Victorian Government Cyber Maturity Benchmark

e Health Sector Cyber Security Assessment

e Health Sector Medical Device Security Assessment.

About this guide
We've developed this quick reference guide to help Victorian Government departments and agencies

navigate and use the Hub effectively on the following tasks:

e navigating to your desired self-assessment
e logging in and logging out of the Hub
e exploring the different user roles

e performing user maintenance (add and change user roles).

Please note that this guide has been designed to help you find your way around the Hub and should be
used alongside the specific self-assessment user guides provided below.

Self-assessment user guides

To help you complete the assessment you want, please refer to the specific user guides provided
separately on our website:

Risk Maturity Benchmark - Client User Guide

Victorian Government Cyber Maturity Benchmark - Client User Guide

Health Sector Cyber Security Assessment = Client User Guide

Health Sector Medical Device Security Assessment - Client User Guide

Need assistance?

Contact us by email: contact@vmia.vic.gov.au or phone: (03) 2270 6900.

VMIA Self-Assessment Hub - Client User Guide


https://www.vmia.vic.gov.au/-/media/Internet/Content-Documents/Risk/Risk-tools/RMB/Risk-Maturity-Benchmark-Client-User-Guide
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https://www.vmia.vic.gov.au/-/media/Internet/Content-Documents/Tools/Cyber/cyber-assessment-client-user-guide
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How to log in and log out

There are two ways to access the Hub:

® nNew users

e existing users

New Self-Assessment Hub users

You'll receive a welcome email that includes your login details. If the email doesn't arrive, check your junk email
folder.

Link to access
assessment

Username

1. Open the email. = ‘

Heda Lilly,

Wou ane now a registered wser of VMIAlS Seif-assessment hub.

2. Click on the link.

Wou Can now access the WMIA Seff-assgsement hub esing the following login details:

Username: [illy@emallcom
Fassword: [Password) e

3. Enter your username (email
address) and the temporary Far access to your ﬂssnssmmt.kllck on the fallowing link, bttps:/Vwww. vmia vic oy sufour-porials select your desined

. . assessment and type your organisation's name in the search box.
password provided within ¢

the email. ‘
Password

When you log in for the first time, you'll be prompted to change your password using the temporary password.

Existing Self-Assessment Hub users

1. Access the Self-assessment Hub from VMIA’s website (vmia.vic.gov.au) by clicking on the Login
button at the top of the page.

Login button

o

« AP
vmia o X
Risk advisory v Insurance v Claim w Training v Tools & insights About us v Careers w

VMIA Self-Assessment Hub - Client User Guide
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2. Select your desired assessment.

vmia® SN ... |

Risk advisory « IAsurance ~ Claim « Training « Tools & insights Abaut us ¥ Careers «

vmia’

Checse £ apanepiate Fartalfor vour noeds

Inzuranes and riskclents

Salf-armemement toalks

Select from this list | [T |

of assessments

Victnrian Government Cyber Maturity
Benchmark

| Hasilth Secsur Cplier Sacuriey Assssment |

3. Enter your agency name.

4. Click on your agency’s
name when it appears.

To access the assessment, enter your organisation’s name in full in the field below, then choose from the dropdown
list. View our terms of use [PDF, 563KB].

Type organisation name...

5. Enter your username (email address) and password.

6. Forgotten your password?

Click on the “Forgot password” link.

Handy tip

vimia

Password

. Remember me

Save the website to your favourites for future access.

VMIA Self-Assessment Hub - Client User Guide



One time password (OTP)
Every time you log in, you'll be prompted to supply a 6-digit, one time password (OTP).

1. If you have a mobile number on your profile, the

OTP will be sent via SMS. vmicf 5

000000

Log in

Log Out

Check to send
OTP via email

Resend OTP

2. You may choose to have this sent to you via email.

If so, check the OTP to email box then click
Resend OTP.

Logging out

If you want to log out of the system, follow these steps:

1. On the top right corner of the screen, click the circle with your initials.
2. Click ‘Log Out’.

Demonstration account Log Out e Click Log Out

N Your Name

YN Your Job Title

—1 youremail@email.com

ar View account

B're

VMIA Self-Assessment Hub - Client User Guide



Setting up Email Digest for an organisation

Email Digest enables you to receive emailed notifications of any changes made to an assessment.

Note: This function is only available to Client Admin roles.

1. Login to the Self-Assessment Hub and click on the Settings tab at the top banner.

2. Click on the Email Digest button.

SETTINGS tab
0 Email Digest button

HOME  ASSESSMENTS ACTIONS USERS pElamiiiieicy HELP

SETTINGS

w the email digest should be

Visual Theme
Change the logo and theme for this
Client

Client Details

isual Theme

Email Digest

3. Complete the Email Digest Settings nominating the time, frequency and types of notifications you would
like to receive. Once complete, click on the Save Changes button.

Note: This enables the email digest for the entire assessment, i.e. all users allocated to that assessment will
receive Email Digest unless they elect to opt out of it.

HOME  ASSESSMENTS ACTIONS USERS gElamililesy HELP
SETTINGS

Overview

(O Do not send emails

Client Details Email option (®) Digest email that summarises the changes to my Assessments
Visual Theme
Timing 05:00 ~
Frequency (@ weekly () Daily
D Inactivity (user login) 6 month(s)
Select your preferences 9
[ ] Assessment falling due 7 dayis)
[7] Actions falling duein 7 day(s)
Content

D Tasks falling due
D New Actions/Tasks summary
] outstanding Actions

[] updated Assessment

Save Changes

VMIA Self-Assessment Hub - Client User Guide



Opting in or out of Email Digest

1. On the top right-hand corner of your screen, click the
circle with your initials and select ‘View account’.

Demonstration account Log Out

Your Name

YN Your Job Title

5 youremail@email.com

View ar e View account

account

| 2 |

B're

2. Click on the Email Digest toggle to switch email digest on or off.

Current
password

New password

Confirm new
password

Change Password

Email digest m:

Save Changes

Toggle to switch email e
digest on and off

Show Owned Actions by default el .

Save Changes

VMIA Self-Assessment Hub - Client User Guide



Exploring the roles

There are two types of contact roles, the first is the Primary Contact for the organisation and secondly an
Assessment Primary Contact. Let’s take a look at the difference between these roles:

Primary Contact This role is for communication purposes between VMIA and the
organisation.

To change the primary contact, you'll need to contact us by email
contact@vmia.vic.gov.au or phone (03) 92270 6900.

Assessment Primary Contact This role is the primary contact for the relevant assessment which can be a
different person for each assessment, i.e. Cyber Maturity assessment, Risk
Maturity Assessment, etc.

The user is responsible for allocating access to assessments and privilege
levels for assessments and receives emails relevant to the assessment.

There are two main roles in the Self-Assessment Hub and you can have multiple users in each category. The
table below explains the responsibilities of these role types:

Role Responsibilities

Client Admin Users assigned to the Client Admin role have access to the majority of
functions within their client environment, can manage users, enable
email digest and data sharing, delete actions, export data into CSV
format and see assessment participants.

Participant Regular client user of the system, access to assessments, actions and
reports.

Each assessment has three different roles that can be managed by the Assessment Primary Contact for the
relevant assessment. This means that if you're the Assessment Primary Contact for RMB, you can manage
these roles within the RMB only. The roles in each assessment are as follows:

Admin Users assigned to the Admin role can assign users and privilege levels to
the assessment, complete assessments and create actions plans.

Assessor Assessors can complete assessments and create actions.

Read Only Read only access.

VMIA Self-Assessment Hub - Client User Guide
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How to add a user
Users tab

vmia®

SELF-ASSE

SSMENT HUB

N

USERS

1. Click on the USERS tab.

ASSESSMENTS  ACTIONS

Hello!
Welcome to Self-Assessment Hub

o ACTIVE ASSESSMENTS &

SETTINGS

Demonstration account

HELP

Welcome to Seif. nent Hub. The followin all acti nts is available balow or click on the Assessments tab in the menu above.
E‘\EI’WEé Maturity Benchmark a B\[:.}:‘:Owrwiu Benchmark ﬁ
I, 100% . 100%
nvite key stakeholders to participate in improvement activities Click on the U tab, then click New User
2. From the left-hand menu, select
New User. HOME ASSESSMENTS ACTIONS [USEEl SETTINGS HELP
USERS
Mame Title
MName & Title
® Client1
New user —e New User JobTitle
a Client 2
Job Title
Choose file...
Profile Picture
Allowed file extension: jpg, png
. A A Iaximum file size: 1.0 MB
3. Complete first name, last name, job title and contact
number fields. Mobile Number will be used for Multi- First Name *
Factor Authentication.
Last Name *
4. In the ‘Privilege Level fields, select the level required Job Title *
for the new user.
Contact Number
(International
. . f t)ﬂ [Country code] [phone number]
5. Enter their email address. orma
Mobile Number
. . . {International
6. Check that the ‘User Active’ field is set to ‘ON’. format) € [Country code] [phone number]
Privilege Level * Participant v

7. Ensure ‘Password’ and ‘Send email notification’
checkboxes are ticked.

8. Select create user and the new user will receive an
email with their login details.

Email Address *

User Active ON .
Password Generate random password

A notification will be sent to this address.

Create User |[]Send email notification

VMIA Self-Assessment Hub - Client User Guide

10



Adding a participant to an assessment

1.  Within the assessment click on Participants

2. Select the participant you want to add
by clicking on the username in the
participants column and click the arrow
forward to move them to the relevant
assessment.

HOME

ASSESSMENTS eayleliis

ASSESSMENT / RISK MATURITY BENCHMARK DEMO

e

Report List
Completion Detail
Participants

Explanation List

USERS SETTINGS HELP

ASSESSMENT INFORMATION

Description Risk
Assessment Start Date 22/06)
Assessment Due Date 21/06)
Assessment End Date 21/06)
Status Ongaoi
Date Completed 28-Jur|
Question Completion I

Change List
Attachment List
Previous Assessments
Assessment Summary
Benchmarking
Improvement Plan

Actions List

f’\ Enter Assessrnent
\

Start here to complete this
assessment.

7

Topics

Topic 1. Risk Management Framework

Enter Assessment

Export Assessment Data

Topic 2. Risk Culture

Topic 3. Risk Management Process

Click the forward arrow

to move
Select user

into the next

Assessment Participants

Return to Campaign

RISK MATURITY BENCHMARK DEM:!

Enable Indjvidual Participants

PART\CIPGS ASSESSMENT ACCESS

Client Users

Client 1
Client 2
Client3

Client4

Note: You can add all participants to the
assessment by clicking on the double arrow.

3. Save changes

Save changes

VMIA Self-Assessment Hub - Client User Guide
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on [l

oAssessmEnt Participants

>
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Maintaining users

Only the Client Admin role can maintain users.

USERS tab

Resetting a user’s password
1. Click on the USERS tab.

HELP

Hello!
Welcome to Self-Assessment Hub

o ACTIVE ASSESSMENTS

I 1 00% E 3%

Select the user

2. Click on a user's name and that user’s page will
appear. HOME ASSESSMENTS

USERS

New User

ACTIONS

Mame

©a

USERS =i=apylilei]

Name & Title

Client 1
Job Title

Client 2
Job Title

Title

vm,‘d{ Demonstration account
3. Click the ‘Confirm F-ASSESSMENT HUB
password reset’
heCkbOX HOME ASSESSMENTS ACTIONS SETTINGS HELP
C .

4. Click reset password.

Profile Picture
New User

Maximum
First Name * Client
Last Name * 2
Job Title * Job Title
Contact Number
(international
format) @ [Country code] [phone number]

Mobile Number

Reset
password

Choose new password

[] confirm password change

Chang

Confirm password
reset checkbox

sqnd them an email with a new randomly

o email will be sent to the user - you
o]

VMIA Self-Assessment Hub - Client User Guide
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Manually changing a user’s password

1. Click on the USERS tab

USERS tab.

Hello!
Welcome to Self-Assessment Hub

G ACTIVE ASSESSMENTS

SETTINGS

HELP

36% T

2. Click on a user's name and that
user’s page will appear

Select the user

3. Enter a new password.

HOME ASSESSMENTS ACTIONS

4. Click the ‘Confirm
password change
checkbox'.

USERS

5. Select ‘Change Password’.

First Name *
Important; Remember to
. Last Name *
notify the user of the new e
Job Title *

Profile Picture

HOME ASSESSMENTS ACTIONS [US=:Ell SETTINGS HELP
USERS
lame Title
Name & Title
Client 1
New User Job Title
Client 2
6 Job Title
Change  Confirm the Enter the new
password change password

Demonstration account

vmia® =

SETTINGS HELP

ord and send them an email with a new randol

Chaose file..

Maximunm file size: 1.0 MB

Reset Password

Client

email will be sent to the usér - you

sstnotify

Job Title

password manually as no
email is sent.

Contact Number
(International

format) @

Mobile Number
(International

9 Change Passward

[

VMIA Self-Assessment Hub - Client User Guide
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Changing a user’s role

USERS tab

1. Click on the USERS
Demonstration account

tab. vmid{ A
NV

ASSESSMENTS ACTIONS USERS SETTINGS HELP

Hello!

Welcome to Self-Assessment Hub
O ACTIVE ASSESSMENTS

Welcome to Self-Assessment Hub. The following A

are awaiting completion. A list of all active Assessments is available below er dlick on the Assessments tab in the menu above

Cyber Maturity Benchmark

DEMO = -
S 100% 36%
nvite key stakeholders to participate in improvement activities Click on the Users tab, then diick New |

Select the user

. \i‘ Demonstration account
2. Click on a user's name and that Vﬂ'lla
user’s page will appear.

HOME ASSESSMENTS ACTIONS SETTINGS HELP
USERS
Name Title
Name & Title
%‘. Client 1
Mew User 9 igbiitle
& Client 2
Job Title
USERS

3. Click on the 'Privilege Level field.
Choose file...

4. Select arole.
. . ) . . Profile Picture ‘
5. Click on ‘Save Changes' to confirm. e Uses Alowed fileexcension: g, g

Maximum file size: 1.0 MB

First Name * Client
Last Name *
Job Title * Job Title

Contact Number
(International

fgrmat)o [Country code] [phone number]
Mobile Number +61 0414 766 500
(International

fgrmat)o [Country code] [phone number]

Priv”ege level Q Privilege Level * ‘ Participant -

Email Address * _

Client Admin

User Active

Save changes 9 Save Changes

VMIA Self-Assessment Hub - Client User Guide



Deactivating a user

USERS tab
1. Click on the USERS tab.

Demonstration account

. AS

NZ

ASSESSMENTS ACTIONS USERS SETTINGS HELP

Hello!
Welcome to Self-Assessment Hub

O ACTIVE ASSESSMENTS

Welcome to Self-

ting completion. A list of all active

sessment Hub. The following ents is available below or click on the Assessmen

cy turity Benchmark (V5) Healt Risk Maturity Benchmark

5 & || S & DEMO 2

I:Z:ﬂ': ted I\wu::;s,: NG

I 100% int ] 36% I 100%
nvite key stakeholders to participate in impravement activities Click on the Users tab, then click New User

Select the user

s AS Demonstration account
2. Click on a user’'s name vmia 5 EEL ARG

and that user’s page will

appear. HOME ASSESSMENTS ACTIONS SETTINGS HELP
USERS
Name Title Show Inactive [J | #
Name & Title Privilege Level
& Client1 2
Participant
New User % % o
Client 2 )
a Job Title Participant
Save changes . (P
& Slide to ‘Off
USERS
f . ) [ . .
3. In the ‘User Active’ field, click on the slide Reset
H « ) generaty
to change it to ‘Off’. Chossefle). [ con
Profile Picture
New User Allowed file extehsion: [pg, prg
. f ) .
4. Click on ‘Save Changes’ to confirm. Masimum fle sife 1.0 48 Reset
First Name * Client
Last Name * Manuall
mMust ne
Job Title * Job Title
Choos:
Contact Number
(International [ cof
format) € [Country code] [phone number]
Mobile Number +61 0414 766 500 Chang]
(International
format)o [Country code] [phone number]
Privilege Level * Participant v
Email Address * client1@demg.com.au
User Active

VMIA Self-Assessment Hub - Client User Guide 15



Assessment access

Click the ASSESSMENT ACCESS tab

EVery ASSeSSment Pa rtICIDant receives read RISK MATURITY BENCHMARK DEMO / DEMONSTRATION ACCOUNT
access only by default.
Assessment Participants
1. Change the user’s assessment access by Endble Indvidual Participant
selecting the user and clicking on the Return to Campsign
PARTICIPANTS ASSESSMENT ACCESS
ASSESSMENT ACCESS tab. —_—
Client Users Assessment Participants
Client 1 »
Client 2
Client 3
Client 4
e
Save Changes
2. In the next screen, select the CAMPAIGNS / RISK MATURITY BENCHMARK
access level by clicking on the R
apprOprlate radlo bUttony Ie Enable Individual Participants m
Admin or Assessor. Remember ——
the default for everyone is Read RE— PARTICIPANTS  ASSESSMENT ACCESS
Only Assessment Summary
: Benchmarking Current name Admin Assessor Read-only
Improvement Plan Client 1 fo) 0 ®
Actions List Client 2 A

Enter Assessment

Note: This is where you can also edit
an existing user’s access type.

o] o}

Click the radio button appropriate
ST for the user’s access level

VMIA Self-Assessment Hub - Client User Guide
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Remove a participant

Select user and click the back arrow to
move into the previous column

To remove a participant from an assessment, Overview
select client in the assessment participant column
and click the back arrow and click Save changes.

Report List

Completion Detail

Explanation List
Change List
Attachment List
Previous Assessments
Assessment Summary
Benchmarking
Improvement Plan

Actions List

Enter Assessment

Save changes

CAMPAIGNS / RISK MATURITY BENCHMARK

Enable Individual Participants on [l

PARTICIPANTS ASSESSMENT ACCESS
e

Client Users

Client 3 0 Client 1

Assessment Participants

»

“

9 Save Changes

Overview

Report List

Completion Detail

planation List

Change List

Client 2 has now been moved back into the users | auschmentuist
column, which means they no longer have access Erevois e
to the assessment.

Assessment Summary
Benchmarking
Improvement Plan

Actions List

Enter Assessment

CAMPAIGNS / RISK MATURITY BENCHMARK

Enable individual Participants m

PARTICIPANTS ~ ASSESSMENT ACCESS

Client Users

e Client3
Client 2

Assessment Participants

L.
[-]

»

Save Changes

How do | know if I'm the Assessment Primary Contact?

Check if you're an Assessment Primary Contact in your Assessment Overview page:

Demonstration account

vmia®

EESLENENEN ACTIONS USERS SETTINGS HELP

ASSESSMENT / RISK MATURITY BENCHMARK DEMO

Description
Assessment Start Date
Assessment Due Date
Assessment End Date
Status

Date Completed

Question Completion

VMIA Self-Assessment Hub - Client User Guide
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Self-Assessment Hub Homepage

Use the self-assessment hub home page to view recent assessments and read the latest news.

.a\.‘ Demonstration account

B0 ASSESSMENTS ACTIONS USERS SETTINGS HELP
Hello!

1 LATEST NEWS
Welcome to Self-Assessment Hub

ACTIVE ASSESSMENTS
& Securky. et DEVG - -
I, 10 — I 100
L]

Navigate the Self-Assessment Hub

There are three ways to navigate through the self-assessment hub:

1. Inthe tabs bar along the top of the screen,

electatab o A4 Demonstration account
| vm ' a h SELF-A MENT HUB
Use the§e tabs ASSESSMENTS ACTIONS USERS SETTINGS HELP
to navigate

2. Use the menu paths at the top right of a page (not on the homepage).

Select a tab other than the homepage

@ Menu path

Menu path
3. Use the left-hand menu located on each page 0 up
(not on the homepage). [ o R crows users semos ver |

ASSESSMENT / RISK MATURITY BENCHMARK DEMO

Description Risk maturity benchmark VMIA test and demonstry

Assessment Start Date
Report List Assessment Due Date
Completion Detail Assessment End Date
Status
Date Completed

Question Completion ]

Attachment List fL\ P S

Quick links

Risk Maturity Benchmark = Client User Guide

Victorian Government Cyber Maturity Benchmark - Client User Guide
Health Sector Cyber Security Assessment — Client User Guide

Health Sector Medical Device Security Assessment — Client User Guide

For more support, please email us at contact@vmia.vic.gov.au or call (03) 9270 6200

VMIA Self-Assessment Hub - Client User Guide
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