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Disclaimer 
The information provided in this document is intended for general use only.  It is not a 
definitive guide to the law, does not constitute formal advice, and does not take into 
consideration the particular circumstances and needs of your organisation.  Every effort has 
been made to ensure the accuracy and completeness of this document at the date of 
publication.  VMIA cannot be held responsible and extends no warranties as to the suitability 
of the information in this document for any particular purpose and for actions taken by third 
parties. This document is protected by VMIA copyright. 
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Executive summary 
Target audience 

• The VMIA risk software has been developed exclusively for use by small and medium 
sized clients of the Victorian Managed Insurance Authority.   

• The software is designed as a simple solution for risk managers to record and report on 
risks.   

• The product is targeted specifically at organisations that do not have risk management 
software, require an easy to use application, and would be unlikely to to obtain funding 
for an off-the-shelf solution. 

• The software is not intended as a replacement for existing compliance and risk 
management software. 

• The software is not targeted at organisations that require sophisticated integrated 
Governance, Risk and Compliance (GRC) or incident management systems.  

Summary of functionality 
The software is designed to allow organisations to: 

• Create a single risk register across the organisation 

• Record pertinent risk information, including: 

- Risk descriptions, causes and impacts 

- Risk assessment outcomes (likelihood, consequence, control effectiveness etc.) 

- Categorisation of risks (risk categories) 

- Linkage of risks to specific business units 

- Linkage of risks to specific strategic objectives 

- Current control information (summary level) 

- Responsibility for risk 

- Risk treatment and response (summary level) 

- Risk response status and due dates 

• Select from a range of pre-defined summary and detailed risk reports in both graphical 
and text formats. The software is able to generate heat map reports.   

 

Summary of changes in version release 1.2.6 
The following enhancements and changes have been made in this revised release of the Risk 
Register (version 1.2.6) to address client feedback and program enhancements: 

• Users now have the ability to select multiple business units, strategic objectives, risk 
owners and treatment owners when generating reports. 

• An additional column has been added to the Heatmap report to show risk category. The 
cells are also coloured according to the Risk Level In the summary table. 

• Risk categories can be marked as inactive to allow the user to remove categories from 
use, but maintain old risks within their original category. 

• Risks can be marked 'within tolerance level' when recording risk information to signify 
whether risks require priority treatment. 

• Users can now insert a hyperlink to documents they wish to attach as reference material 
in the ‘Record risk information’ menu. 



VMIA Risk Register Software User Guide 1.2.6 Page 4 of 53 
© VMIA 2013 

• Risks can now be deleted.

• Users can produce and print a PDF and Word copy of the consequence table.

• Treatment datepicker is now easier to read

Cost 
The software will be provided free of charge to all VMIA clients. The software will not be 
available to non-VMIA clients. 

System requirements 
The software can run on any version of the Windows Linux or Mac operating systems. The only 
requirement is that Java version 1.4.2 or later is installed. The web page from where you 
download the Risk Register software© will check that you have the required version of Java 
installed. 

Java can be downloaded from the following location: http://www.java.com/getjava 

Disclaimer 
Clients using the VMIA Risk Register software© agree to the VMIA's limitations of liability and 
terms and conditions contained in the VMIA's standard license terms and conditions. Your 
acceptance of the license terms and conditions is required before the installation of the Risk 
Register software©.   

We recommend that the risk manager or equivalent position within your agency assumes 
primary responsibility for maintaining the risk database, and that access to the database is 
limited. You should ensure that appropriate data back-up and storage protocols are operating 
effectively to reduce the risk of unauthorised changes or additions to risk information. 

http://www.java.com/getjava
http://www.vmia.vic.gov.au/skillsEDIT/clientuploads/48/clean_20081008105347.pdf
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Setting-up and using the Risk Register software 
 

 
 
Step 1 - Download and set up software 

Refer to the VMIA Risk Register Software – Installation Instructions document for 
instructions on downloading and installing the software 

Installation instructions document can be downloaded from the VMIA website: 
http://www.vmia.vic.gov.au/riskregisterdownload 

It is strongly recommended that you consult your IT department (where applicable) before 
attempting to install Risk Register.  Persons installing the application may require IT system 
administrator rights to perform an installation. 

 
Steps 2 – 4 described below relate to menus that can be accessed from the Main Menu of 
the Risk Register software. 
 

 

 

 
 
 
 
 
 
 
 
 
 

 

Summary of how to use Risk Register

Enter specific information about your risk 
management assessment criteria, strategic 
objectives, organisational structure etc.  
Do this when setting up the software or 
following changes to your risk framework.

Enter and edit information about specific 
risks and their status.

Select and generate a number of 
commonly used management reports.

Exit Risk Register

http://www.vmia.vic.gov.au/riskregisterdownload
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Step 2 - Enter business and risk context 
Before entering risks for the first time, you will need to enter organisation-specific 
information into the software.  This is a password-protected screen.  Click on the 
Enter business and risk context button to navigate to a screen in order to customise:  

• Risk categories 

• Consequence categories and descriptions  

• Business units 

• Organisational strategic objectives 

• Risk owners etc. 

These fields have been populated with generic examples that you can use or customise. 
Any changes made will need to be saved as you exit a screen.  

 
Step 3 - Record risk information 

Click on the Record risk information button, to navigate to the risk input screen, which 
records information about a particular risk. While not all information will be available 
initially (e.g. risk treatment/s) it is strongly advised that all fields are completed when 
information becomes available. 

There are four main sections of information per risk recorded, and the risk entry screen 
is divided into four numbered areas. 

1. Risk Identification - details of the risk, its causes, impacts together with 
information on which the business objective/s and/or business units it impacts.  

2. Controls - information on current controls aimed at preventing, reducing and 
managing the level of risk and a rating of effectiveness of current controls. 
Supporting documents can be attached and referenced. 

3. Risk Assessment - categorising risks and scoring the consequence and 
likelihood for the risk, after considering the effectiveness of current controls 
(residual risk).  

4. Risk Treatment - information on planned risk treatments, responsibility for 
their implementation and status information on treatment plan implementation. 

Any information entered about a specific risk should be saved on exit.  You will 
be asked to enter your name when saving a risk.  It is suggested that risk 
information is entered in the sequence shown above, which follows the typical 
order of a risk identification and assessment process. 

 
Step 4 - Select and generate reports 

In the Main Menu, click on Select and generate reports to view a list of pre-defined 
risk reports. Reports will be automatically generated after choosing the report 
parameters and clicking Generate.  Reports can be created in either Microsoft Word or 
PDF formats.  

Reports reflect risk information entered in the software. Failure to fill in all fields in the 
Record risk information screen/s will result in gaps in reports. 

Steps 2-4 are described in further detail in the remainder of this guide. 
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User support 
Technical 
Difficulties with the set-up and installation of the Risk Register software© should first be raised 
with your internal IT specialists as they may relate to organisational network and IT security 
settings. If the software problem is not resolved in this way, or by your organisation’s ‘risk 
manager’ you can either contact your VMIA Risk Management Adviser or send an email to: 
contact@vmia.vic.gov.au. 

The VMIA will provide a limited support service through its Risk Management Advisers. Client 
requests for support will be considered on a case-by-case basis, taking into account the 
availability of staff at the time and the nature of the request.    The VMIA will act to address any 
‘bugs or technical faults’ that clients may identify when using the system.    

 

Risk management principles and theory 
The VMIA offers a range of risk management and insurance-related training courses for clients 
throughout the year. Information is available about these courses on the VMIA website: 
www.vmia.vic.gov.au. 

When first setting up the software, the organisation will need to agree on an appropriate risk 
management context for the organisation (risk likelihood and consequence rating scales, 
common risk categories etc.) 
 

 

 

 

For more detailed information on developing, implementing and managing an organisational 
risk management framework and process, please refer to the VMIA’s Risk Management 
Guidelines, which can be downloaded from the VMIA’s website (access from the Risk 
Management section). 

 

 

  

The VMIA has pre-populated the software with example risk context information. However this 
iinformation should be customised to meet your organisation’s size, industry, business 
priorities etc. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:contact@vmia.vic.gov.au
http://www.vmia.vic.gov.au/
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How to use this guide 
 

 

Software ‘initial setup’ instructions follow a common layout. For each topic or area within the 
VMIA Risk Register© the reader will see the following: 

1. Subject heading:  
The headings in the guide closely follow the wording used in the data entry fields in the 
software. 

2. Screen shot/image: 
An image of the relevant Risk Register software© screen (or part of a screen) being 
explained will be shown. This confirms that users are looking at the right screen and will be 
provided with instructions on what each screen does and/or what information needs to be 
entered/ selected in each field.   

3. Text box: Why? 
These text boxes contain a brief description of why a particular piece of information or 
functionality is included in the software and what its purpose is. This section has been 
included to explain basic risk management concepts and principles to users and explain the 
importance of particular functionality or types of information required. 

This type of information is shown in a grey text box: 

 

 

4. Set-up instructions 
Text boxes which provide instructions on how to set-up and configure the Risk Register 
software© to reflect the specific approach and context for risk management within your 
organisation.  The setup instructions should be followed before using the software for the 
first time.  The setup process should not be followed each time the software is used. 

Only the designated risk manager (or equivalent) should change information relating to the 
software setup.   

This type of information is shown in a blue text box:  

 

The next section explains the layout and use of this User Guide.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

WHY… 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
SETUP INSTRUCTIONS… 
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Configuring and using the risk register software 
When the software is opened for the first time after installation, the following screen will appear. 

 
Read the information and click the OK button to acknowledge having read the information. 

 

 

 

 

Before using the risk software for the first time, the ‘risk context’ needs to be set-up. This ensures 
that risk information reflects your organisation’s specific approach to recording, assessing and 
reporting on risk. 

Prior to entering risks for the first time, navigate to the ‘Enter business and risk context’ 
screen. 

Read the information and click the OK button to acknowledge having read the information.    
By installing the software and clicking on the OK button, the organisation agrees to be bound 
by the VMIA’s licensing and usage terms and conditions.  
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Main Menu 
 

The Main Menu screen below will appear each time you open the software. 

 

 

 

 

 

 

 

 

 

 

 

 

During regular use, users will navigate to the Record risk information screen to enter 
information about new or previously entered risks, or alternatively generate reports using the 
Select and generate reports screen. 

However, before using the risk software for the first time, the ‘Risk Context’ needs to be set-
up. This ensures that risk information reflects your organisation’s specific approach to 
recording, assessing and reporting on risk.   

 
 

 

To read a high level summary of how to use this software, click on the Instructions button.   

Navigate to the Enter business and risk context screen when setting up the risk software 
prior to entering risks for the first time or when updating the organisation’s risk context. 
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Instructions screen 
 

Navigate to Instructions screen below from Main Menu screen. 

 

 
 

 

 

 

This screen provides summarised instructions on configuring and using the risk software 
once it is installed. More detailed user guidance is provided in the VMIA Risk Register 
Software User Guide (this document).      

Copies of this end-user guide, together with both a Frequently Asked Questions and an 
Installation Instructions document can be accessed and downloaded from the VMIA website: 
www.vmia.vic.gov.au. 

http://www.vmia.vic.gov.au/
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Enter business and risk context 
 

Navigate to Enter business and risk context screen below from the Main Menu screen. 

This is a password-protected screen.  The password, which has been provided by the VMIA 
to the ‘risk manager’ or primary system user, is designed to ensure that the organisation-
specific risk framework information is not accidentally changed or edited.  Should you have 
difficulty accessing the screen, please email: contact@vmia.vic.gov.au 

 

 

  

 

 

 

mailto:riskregister@vmia.vic.gov.au
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The first field that needs to be completed in the Enter business and risk context screen is 
Organisation name.  Instructions for setting each of the risk context fields are described 
hereafter.     

 

THE IMPORTANCE OF RISK CONTEXT 
Before using the risk software for the first time the Business and risk context needs to be 
set-up. This ensures that risk information reflects your organisation’s specific approach to 
recording, assessing and reporting on risk. The context should reflect your current risk 
framework and processes and be approved by appropriate executive and Board committees. 

Risk context information relates to organisation-specific information on: 

- Business units 

- Strategic objectives 

- Categories of risk relevant to the organisation 

- Consequence and likelihood rating scales used to prioritise risk 

- Responsibility for risk (‘risk ownership’) 

These terms and their use will be explained in the following pages. 

 

 

            
          SETUP INSTRUCTIONS  

Navigate to the Enter business and risk context screen (above) from the Main Menu.  This is a 
password-protected screen.   

The password, which is provided to the ‘risk manager’ or primary system user, is designed to 
ensure that the organisation-specific risk framework information is not accidentally changed 
or edited.   

You will need to click on each of the buttons in this screen.  Start with the Organisation name 
button and work down the two columns.  

When you press any button in the Enter business and risk context screens, a new screen will 
be opened showing generic examples of the type of information required for the relevant 
context area.  

The information has been included for illustrative purposes only – organisations that 
have not established their risk context can use the generic examples, but should 
review and amend to suit their own requirements.   
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Organisation name 
 

Navigate to the Organisation name screen from the Setup business and risk context 
screen. 

 

 

 
 

 
 
 
 
 

 

 

 

 

 

 

SETUP INSTRUCTIONS 

Enter the name of the organisation in the text box and press OK. The organisation name will 
appear in the footer of risk reports generated from within the Select and generate reports 
section of the software. 

 

THE IMPORTANCE OF ORGANISATION NAME 
The organisation name will be included in the footer of pre-defined risk reports. 
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Business units 
Navigate to the Business units screen (below) from the Enter business and risk context 
screen  

 

 

THE IMPORTANCE OF BUSINESS UNITS 
Some risks may be applicable to the organisation as a whole, while others may be relevant 
only to a part of the organisation. By linking risks to one or more business units, it is possible 
to create risk reports for specific areas of the business. 

In order to enhance risk reporting, the application allows risks to be linked to one or more 
business units. 

 

SETUP INSTRUCTIONS 

Enter the names of the organisation’s business units/divisions by replacing the generic 
information contained in the drop-down list. Add or Delete rows by clicking on the buttons at 
the bottom of the screen. Click on the Save Changes button after entering all business units.  
You can also navigate back to the Main Menu by clicking the Cancel button.  Changes will 
not be saved.    
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Strategic objectives 
 
Navigate to the Strategic objectives screen below from the Enter business and risk context 
screen. 

 
 

WHY STRATEGIC OBJECTIVES? 
In order to enhance risk reporting, the application allows risks to be linked to one or more 
strategic objectives.   

This will allow a clear link to be made between your strategic/ business imperatives and the 
risks that threaten the successful achievement of a particular component of the strategy. Risk 
reporting by strategic objective is supported in the “Select and generate reports” part of the 
software.  

 
 

 

SETUP INSTRUCTIONS – STRATEGIC OBJECTIVES 

• Edit or replace the existing text by entering your organisation’s strategic objectives.  
Strategic objectives are usually are usually described in annual business or strategic 
planning documents.   

• Add or delete rows as required by clicking on the Add or Delete buttons 

 

The information entered here will be reflected in the Strategic objectives drop-down menu in 
the Record risk information screen.  

Click on the Save Changes button after entering all strategic objectives.  You can also 
navigate back to the Main Menu by clicking the Cancel button.  Changes will not be saved.    
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Risk categories 

 
Navigate to the Risk categories screen below from the Enter business and risk context 
screen. 

 

  

 
 

SETUP INSTRUCTIONS – RISK CATEGORIES 
Edit or replace the pre-populated risk category and description information to reflect risk 
categories appropriate to your organisation. 

This information will be reflected in the risk category drop-down box in the Record risk 
information input screen. 

Add or delete categories as required by clicking on the Add or Delete buttons 

Click on the Save Changes button after entering all strategic objectives.  You can also 
navigate back to the Main Menu by clicking the Cancel button.  Changes will not be saved.    

Mark as inactive by unchecking the box on the right of the table any categories you wish to 
make obsolete, yet have risks attached to them which may be deleted or not current. 

 

WHY RISK CATEGORIES? 
Defining categories of risk applicable to an organisation supports: 

• Discussion of similar and related risks 

• Allocation of responsibility for managing specific sets of risk to appropriate persons 

• Effective risk reporting 

• Consistent strategies and responses for similar or related risks 
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Consequence categories 
 

Navigate to the Consequence categories screen below from the Enter business and risk 
context screen. 

 
 

 

WHY CONSEQUENCE CATEGORIES? 
Defining different types of consequence supports a more comprehensive assessment of a 
risk, that takes into account both financial and non-financial factors. 

As an example: Negative press coverage may have no direct financial consequence for the 
organisation, but will have consequences for the organisation’s reputation.   
For this reason, organisations typically create a number of risk consequence categories 
that link to the risk consequence scores (see following page).  

Note: Consequence descriptors and consequence categories are not the same as Risk 
categories.   

SETUP INSTRUCTIONS – CONSEQUENCE CATEGORIES 
Edit or replace the pre-populated consequence categories to reflect types of consequence 
appropriate to your organisation. 

This information will be shown when the View consequence score table button is selected 
when in the Record risk information input screen. 

Add or delete consequence categories as required by clicking on the Add or Delete buttons.  
Many organisations use only a few consequence categories, for example: Operational, 
Reputational and Financial.   

Click on the Save Changes button after entering all strategic objectives.  You can also 
navigate back to the Main Menu by clicking the Cancel button.  Changes will not be saved.    
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Consequence scores (consequence matrix) 
Navigate to the Consequence scores screen below from the Enter business and risk 
context screen. 

 
 

 

 

 

 

 

 

THE IMPORTANCE OF CONSEQUENCE SCORES (SCALES)? 
When a risk materialises, it may have different types of impact, for example: 

• Financial (loss of revenue, additional costs) 

• Reputational (negative publicity) 

• Legal and regulatory (breach of contract, penalties etc.) 

 

Creating consistent, organisation-specific consequence (or impact) categories and 
descriptions, allows greater consistency in risk assessment and reduces the level of 
subjectivity in making such assessments. Consequence (and likelihood) assessment scales 
should ultimately be tailored to reflect the organisation’s: 

• Size  

• Operating environment, and 

• Ability and willingness to take risks and pursue opportunities.  

 

For example, the loss of $100,000 may represent a moderate risk in a large organisation, but 
be catastrophic for a smaller agency. Similarly organisations of similar type and size may be 
different in terms of their willingness and ability to take risks. Consequence scales should 
therefore be a reflection of the Board/ Executive’s ‘risk appetite and tolerance.’ 
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Likelihood scores 
 

Navigate to the Likelihood scores screen below from the Enter business and risk context 
screen. 

 

SETUP INSTRUCTIONS - CONSEQUENCE 

Agree appropriate consequence categories and associated consequence descriptions for the 
organisation. These may be available in existing risk policy or framework documents. 

For each of the defined consequence categories (financial, legal etc.): 

• Select risk category from drop-down list 

• Edit or replace generic examples and descriptions associated with each consequence 
level.   

This information will be shown when the View consequence score table button is selected 
when in the Record risk information input screen and the Consequence drop-down box in 
the Record risk information input screen. 

Save changes by clicking on the Save Changes button or exit without saving by pressing 
Cancel.  Clicking Cancel will take you back to the Main Menu. 

In order to enable the risk consequence table to be easily viewed by internal stakeholders 
(eg. In a risk assessment workshop), the application allows the consequence scales to be  
produced as a Word or PDF document and printed. One can do this by going to the select 
and generate reports menu and selecting the last option in the Report drop down menu.  
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THE IMPORTANCE OF LIKELIHOOD SCORES? 
When assessing a risk it is important to understand, not only the consequence of the risk (i.e. 
its impact on the business), but also how likely it is to occur within a given period. 

The Likelihood scale, typically based on a five point scale, provides a means to asses the 
likely frequency of a risk or event occurring. This is often expressed based on an expected 
frequency of occurrence, for example: 

1 - Rare/ Very unlikely: event or scenario may never occur or only occur once in 10 years or 
longer (e.g. flood, earthquake) 

5 - Almost certain/very likely: event or scenario likely to occur frequently, possibly on a 
monthly basis (e.g. key staff absenteeism due to illness, delays in supplier deliveries).    

Risks that pose the biggest threat to an organisation - and hence need to be prioritised - are 
those that are both most likely to occur and, if they do occur, would have the most severe 
negative impact on the organisations ability to meet its objectives. 

SETUP INSTRUCTIONS - LIKELIHOOD 

Agree appropriate likelihood rating scale with associated descriptions for the organisation. 
These may be available in existing risk policy or framework documents. 

For each of the defined likelihood levels: 

• Select word to describe likelihood (rare, remote, likely, possible, almost certain, 
probable etc). 

• Edit or replace generic examples and descriptions associated with each likelihood 
score between I and 5.   

This information will be used in the Likelihood drop-down box in the Record risk 
information input screen. 

Click on the Save Changes button after entering all strategic objectives.  You can also 
navigate back to the Main Menu by clicking the Cancel button.  Changes will not be saved.    
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Control effectiveness rating 

 
Navigate to the Control effectiveness rating screen below from the Enter business and risk 
context screen. 

 
 

 

WHY CONTROL EFFECTIVENESS? 
When analysing a risk, it is important to understand the effectiveness of current controls that 
are in place. Controls are systems, processes, policies etc. that are implemented to reduce 
risk levels, either by reducing the consequence of a risk and/or to reduce the likelihood of the 
risk occurring. 

For example: having fire extinguishers and other fire suppression systems in place are 
controls that can reduce the consequences (injury and damage) following a fire. Similarly, the 
risks associated with unauthorised access to confidential records can be reduced by the use of 
secure document storage systems, including document safes and password-protected 
databases. 

An organisation should focus its risk efforts on high or extreme risks where current controls 
are known to be ineffective or not implemented. 
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SETUP INSTRUCTIONS – CONTROL EFFECTIVENESS 
Agree appropriate control effectiveness rating categories and associated descriptors. These 
may be available in existing risk policy or framework documents, or you may use the example 
shown below. 

This information will be used in the Control effectiveness drop-down box in the Record risk 
information input screen. 

Save changes by clicking on the Save Changes button or exit without saving by pressing 
Cancel.  You will return to the Main Menu. 
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Risk levels (severity)  
 

Navigate to the Risk levels screen below from the Enter business and risk context screen. 

 

 

   

WHY RISK LEVELS? 
It is important to ensure that the most critical risks – those with the most severe potential 
consequences and the highest likelihood of occurrence receive priority attention by the 
Board and Executive.  Similarly, risks with a low probability of occurrence and an 
insignificant impact or consequence may not need any specific focus or may be managed as 
part of day-to-day business processes and systems, typically by staff and line management/ 
supervisors.  

 

By assigning risk ‘severity’ levels based on a range of likelihood and consequence 
combinations, one can ensure that risks are prioritised and escalated to those in the 
organisation with the knowledge, authority and resources to effectively manage the risk. 

SETUP INSTRUCTIONS – HEATMAP COLOURING 
View the risk level descriptors entered in the Display name fields.  Edit the Display Names 
to reflect the terminology used in your organisation, or click Save to accept the default 
descriptors and colouring.   

Note: It is also common to use three risk levels by combining the High and Extreme levels 
into a single High/Extreme level, typically shaded red.   This can be done in the Heat map 
colouring screen. (See following page). 
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Heat map colouring 
 

Navigate to the Heat map colouring screen below from the Enter business and risk context 
screen. 

 
 

 

 

 

WHY HEAT MAPS? 
Heat maps are popular risk reporting formats, especially amongst senior executives and 
Board members wishing to gain a high level-understanding of the organisation’s risk profile.   

A heat map is a colour coded matrix with each colour representing a level of risk.  The heat 
map represents the organisation’s tolerance level of risk based on its agreed Likelihood and 
Consequence scales. 

Risks can then be plotted onto the risk matrix to visually illustrate risk levels for the 
organisation. This can also be done for a subset of risks, for example by creating a heat map 
showing all Human Resources risks. 
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SETUP INSTRUCTIONS – HEATMAP COLOURING 
Click any of the tiles on the heat map to cycle through and select from the 4 available 
colours. Organisations typically use the following colours: 

 

Green  –  Low risk 
Yellow    –  Medium risk 

 Orange  – High risk 
 Red  –  Extreme risk 
 

Any change to current organisational practices should be endorsed by your Board and/or 
Executive. 

Note: It is also common to use 3 risk levels by combining the High and Extreme levels into 
a single High/Extreme level, typically shaded red.  

Once you are happy with your changes click the Save button to keep your heat map profile.   

Likelihood and Consequence descriptor headings will be created automatically on the axes 
based on information entered in the Consequence and Likelihood scores defined during 
the setup process. 
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Risk owners 

 

Navigate to the Risk owners/persons responsible for treatment screen below from the Enter 
business and risk context screen. 

 
 

 

 
 

WHY RISK OWNERS? 
Risk owners are managers or executives who assume responsibility for overseeing the 
organisation’s response to a particular risk or set of risks. It is important to allocate 
responsibility to a ‘risk owner’ to ensure that key risks are effectively managed, and that the 
responsibilities for any actions relating to a risk are clearly understood.   

While the risk owner may delegate all or parts of a risk treatment plan to a subordinate, it 
remains their responsibility to ensure that risks are managed and treated and reported on to 
relevant risk or operational oversight committees. 

 

                 
 

 SETUP INSTRUCTIONS – RISK OWNERS 
Define and agree a list of likely risk owners. It is recommended that the risk owner’s job title 
is used, rather than their name, as this will reduce the need to update the register when a 
person resigns or changes roles. 

Edit/replace pre-populated risk owner list with the organisation’s probable risk owners. The 
information will reflect in the Risk Owner drop-down box in the Record risk information 
input screen, used to assign responsibility for each risk.. 

Save changes by clicking on the Save Changes button or exit without saving by pressing 
Cancel. Additional risk owners can be added at any time in the future by clicking the Add 
button.  
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Risk treatment strategy 
 
Navigate to the Risk treatment strategy screen below from the Enter business and risk 
context screen. 
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WHY RISK TREATMENT STRATEGY? 
Risk treatments are any activities undertaken by the organisation that aim to manage, reduce 
or prevent a risk occurring. Examples of treatments may include: 

• Staff training 

• Development of policies and procedures 

• Allocation or changes to budget/s 

• Audits and reviews (internal or external) 

• Use of IT systems or technology  

• Insurance  

• Security and alarm/ monitoring systems 

• Communications initiatives, etc.  

 

It is important that wherever possible, risk treatment plans: 

• Have defined completion dates 

• Are assigned to a risk owner who will ensure they are implemented  

• Are reflected in business units’ operational plans and budgets. 

It may be appropriate to implement a range of treatments for a single risk.   

 

Risk treatment strategies may include: 

• Avoid/ Prevent – not offering a particular service, product   

• Reduce – reduce the likelihood or consequence   

• Accept – Do nothing, but ensure ability to respond appropriately if event occurs 

• Share – typically by outsourcing/ co-sourcing with 3rd. party  

• Transfer/ share – 3rd party takes the risk, typically through insurance.  

For example: If the risk relates to a fire injuring people and damaging assets: 

• Staff fire safety training and OH&S policies may reduce the likelihood of fire 

• Installing a fire suppression system (fire hoses) or taking out insurance  will reduce the 
consequence of the fire, and 

• Installing a fire alarm will help detect when the risk has materialised. 

Note: Once a risk treatment has been implemented it becomes a control.   
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Record risk information 
You will see the following All risks screen when opening the Record risk information screen 
from the Main Menu.   

 

 

 

WHY ALL RISKS SCREEN? 
This screen displays information on all existing risks in the system.  The screen will not show 
any risk information when first installed.   

The All Risks screen allows users to edit, view and sort multiple risks simultaneously.  This 
speeds up the risk update and maintenance process. 

Click on the Add button to navigate to the Input Risk screen, which is used to enter detailed 
information about each risk.  Click the Back button to return to the Main Menu.     

SETUP INSTRUCTIONS – RISK TREATMENT STRATEGY 
Edit pre-populated risk strategy descriptors to reflect the organisation’s current risk 
framework and terminology.  The information will reflect in the Risk Treatment Strategy 
drop-down box in the Record risk information/Risk input screen. 

Save changes by clicking Save Changes, or to exit without saving, click Cancel.   
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Input Risk/s 
 

The Input risk screen is accessed by pressing the Add button within the All Risks screen, 
which is reached through the Record risk information button in the Main Menu. This is the 
main risk entry screen: 

 

 

When saving data in this screen, a pop-up box will ask users to enter their name. This provides 
an ‘audit trail’ of the last person to edit each risk.  Users will only be asked to enter their name 
once per session. 

The screen is used to record information about a risk, including: 

• Risk description  

• Impacts and causes 

• Associated controls  

• Risk assessment scores 

• Planned treatments and treatment status (if required) 

• Supporting documents relating to controls, treatment plans etc (if required). 

The screen is divided into 4 areas numbered from 1 to 4: 

1. Risk identification 

2. Controls 

3. Risk assessment 

4. Risk treatment. 

It is recommended that risk information is entered in this sequence.  

Many fields contain drop-down boxes which reflect the business and risk context defined in 
the Setup business and risk context screen. This would have been done by the risk 
manager or system administrator when installing the software. 
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Refer to the screen shot above and follow the instructions below: 
 

1 Risk number A unique risk number will be automatically created for each risk.  

2 Entry date The date the risk is created will be automatically inserted. 

3 
 

Risk 
description 

Enter the risk description. This will appear in all summary and detailed 
reports. The description should allow readers to easily understand the risk. 
Include information on risk causes and impacts here if the information is likely 
to be required in summary risk reports (see Select and generate reports). 

4 Possible 
impact of risk 

Enter detailed information on possible risk impacts, where available. This 
information will be included in detailed risk reports (see Select and generate 
reports section). 

5 
 

Risk cause Enter detailed information on risk causes, where available. This information 
will be included in detailed risk reports (see Select and generate reports 
section). 

6 
 

Business 
units 

Click on the Business units tab. A list will be displayed of organisational 
business units/ departments. Select the business unit/s to which the risk 
applies. Press and hold down the Ctrl button on the keyboard to link the risk 
to multiple business units.   

7 Strategic 
objectives 

Click on the Strategic objectives tab. A list of strategic objectives will be 
displayed. Select the strategic objective/s to which the risk applies. Press and 
hold down the Ctrl button on the keyboard to link the risk to multiple strategic 
objectives. 
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Control information 
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Refer to the screen shot above and follow the instructions below: 

1 Current Controls List current controls relating to the relevant risk.  Controls may impact 
on more than one risk. Supporting documents – such as controls 
matrices, audit reports or process reviews - can be attached using the 
Supporting documents tab. 

2 Perceived 
effectiveness of 
current controls  

Select from the drop-down list based on an assessment of the 
effectiveness of the total set of relevant controls listed in the Current 
controls field above 

3 
 

Control 
effectiveness 
independently 
assessed 

Select from the drop-down list to indicate whether controls have been 
tested. Supporting documents – such as audit reports or process 
reviews - can be attached using the Supporting documents tab.  

4 Supporting 
documents 

Click on the supporting documents tab. A new window will open. 

5 Browse for files Click Browse button and browse for and select files to attach.  

6 
 

Add files Click the Add file button. Repeat to add additional files. Files will be 
added to the application folder and can be accessed as required.  
Note: Attachments will be saved by the software, so if files are 
moved/ renamed they can still be accessed.  

7 Remove attached 
files 

Click on the Remove button to remove any attached files.  

8 Add a hyperlink Click the Add link button. Repeat to add additional links. Files will 
not be added to the software so will be lost if the file in the linked 
location is changed or moved. The advantage of Add Link is that any 
changes made to the original file are reflected in the Risk Register 
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Risk assessment 
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Refer to the screen shot above and follow the instructions below: 
1 Risk category Allocate the risk to a risk category by selecting from the drop-down list. 

Note: Consider the root cause/s when allocating risks to categories. 
For example, the risk of a financial IT system ‘crashing’ is an IT risk not 
a Financial risk, even though the risk may impact directly on Finance. 

2 Risk likelihood Assign a risk likelihood score to the risk by selecting a rating from the 
drop-down list. Use professional judgement and any knowledge of 
previous ‘incidents’ when making assessments.   

3 
 

Risk 
consequence 

Assign a risk consequence score to the selected risk by selecting a 
rating from the drop-down list. Apply your professional judgement to 
any consequence/ impact information linked to the risk to make the 
assessment. 

4 View 
Consequence 
Score Table 

Those needing to refer to the detailed descriptors relating to the Risk 
consequence categories can do so by clicking on the View 
Consequence Score Table button.  

5 Risk score The risk score is automatically calculated and inserted.   

The risk score (out of a total of 25) is obtained by multiplying the 
likelihood and consequence scores (see 2 and 3 above).  The higher 
the risk score, the more severe the risk.   

6 Last assessed 
date 

When a previous risk score is reassessed, the application 
automatically transfers previous assessment scores and dates to the: 
Last assessed; Previous likelihood score and Previous 
consequence score fields. 

7 Previous 
likelihood score 

This information helps with risk trend reporting (i.e. whether risk levels 
are increasing or decreasing over time).  To reassess the likelihood 
and consequence scores for a previously assessed risk, click in the 
Re-assessment? tick box (see item 10 in this section).     8 Previous 

consequence 
score 

9 
 

Previous risk 
score 

10 Re-
assessment? 

The tick box appears when a previously assessed risk is opened.  
Click in the tick box to indicate that you are reassessing risk likelihood 
and consequence scores.   

11 Risk within 
tolerance level 

This function can be used to nominate which risks are currently within 
tolerable levels.  
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Risk Treatment 
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Refer to the screen shot above and follow the instructions below: 

 

1 Risk owner Click on the Risk owner tab and select a risk owner from the drop-down 
list. The risk owner is the person, usually a senior manager, who will 
assume management responsibility for ensuring that the risk treatment 
plan is implemented.  

2 Risk 
management 
strategy 

Click on the Risk management strategy tab and select a risk 
management strategy from the drop-down list.   

3 
 

Treatment/s List new risk treatments required to address the risk.   Supporting 
documents – e.g. detailed risk treatment plans, budgets or project plans - 
can be attached using the Supporting documents tab. See next page 
for more information on the Treatments tab. 

4 Associated 
treatments 

Shows how many treatments have been linked to the selected risk. 
Details of treatments can be viewed and edited in the Treatments tab 
(see item 3 on the illustration above). 

5 Browse for 
Supporting 
documents 

To attach files/documents relating to risk treatments (project plans, 
budgets etc.) click the Supporting documents tab. A new window will 
open. Click on the Browse button and then browse for and select files to 
attach. Files can be opened from within the software after the risk has 
been saved. 

6 Comment on 
risk 

The field allows the ‘risk manager’ to add any comment or summary 
relating to current risk status, controls, future action plans, budgets etc. 
The information will be included in all ‘summary’ reports.  As detailed 
control and treatment information is not included in summary reports, 
users may wish to provide a summary of risk controls, treatments etc. 
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Users can record information about risk treatments and action plans by selecting the 
Treatments tab as shown below.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
1 Person 

responsible for 
treatment 

Click on the Person responsible for treatment drop-down list to add the 
name of the person responsible for implementing the specific risk 
treatment or action plan. If the person’s name does not occur in the drop-
down list it may be necessary to add the person to the Risk owner 
section (see Setup risk context). 

2 Treatment/s 
required 

Enter a summary of the risk treatment plan or approach. If a detailed 
plan, budget etc. has been documented, this information can be added 
using the Supporting documents tab. 

3 Treatment 
status 

Click on the Treatment status drop down box and select the appropriate 
treatment status description based on the current progress made in 
implementing treatment plans. This information will be used in reports on 
overdue or incomplete risk treatments. 

4 
 

Treatment due 
date 

Click on Treatment due date tab. A calendar will be displayed in a pop-
up window. Select the date (day, month, and year) when all planned risk 
treatments are due to be completed.  This information is used in reports 
on overdue/ incomplete treatments.  

5 Add Click on the Add button to add an additional treatment for the selected 
risk. 

6 Next/ Previous Navigate between multiple risk treatments (where applicable) by clicking 
on the Next and/or Previous buttons. 

7 Delete attached 
files 

Click on the Remove button to remove any attached files.  

 

Supporting documentation relating to risk treatment plans can be attached by using the 
Supporting documentation tab:  
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1 Browse and Add 
new treatment 
supporting file/s 

Click on the Browse button. A screen will open where you will be able 
to browse for the file you wish to attach. Select the file, which will then 
be shown in the Add new treatment supporting file box. Confirm 
your selection by clicking on the Add button. 

2 Add See step 1 (above). Repeat the process to add additional files as 
needed. The file/s will be added to the application folder and can be 
accessed as required.   

Note: Attachments will be saved within the software, so that if files are 
moved or renamed in future they can still be accessed through the 
Risk Register software©. 

3 Treatment 
supporting files to 
upload 

Risk treatment supporting file/s added in steps 1-2 (above) will be 
listed here. Once a risk has been saved, file/s can be opened and 
viewed by double clicking on the file name. 

4 
 

Remove file/s To remove a file linked to a specific risk treatment, select file from 
Treatment supporting files to upload filed and then click on the 
Remove tab. 

5 Treatment 
Supporting Files 

Displays the files or links added to the risk treatment screen. Files or 
links can be accessed by selecting the desired file/link and pressing 
the Download button. Files or links can be deleted by being 
highlighted and pressing the Delete button.  
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Reviewing and saving risks   
 

One you have reviewed and edited risk information you can save the changes and navigate to 
the next or previous risk from within the risk entry screen.   

 

 
Click on the Prev button to navigate to the previous risk or on Next to move to the next risk 
within the database. 

 

Click on the Save button to save changes or select Cancel to exit without saving. 

If you have not completed all risk fields, you will be prompted with a warning message listing 
incomplete fields: 

     

 

 

 

 

 

 

 

 

 

Each time you log on to add or edit risk information you will be asked to enter your name when 
saving.  This provides an ‘audit trail’ of who has recorded information.  This is useful if multiple 
users have access to the software.  The system keeps a record of the last person to edit/ add a 
risk.       

Note: You can save risks without all fields 
being completed. Mandatory fields include: 

• Risk description 
• Risk category   
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All risks view 
 

After risks have been entered and saved into the software, it is possible to view a list of all 
existing risks. To do this, click on the Record risk information button in the Main menu. A risk 
list will be displayed as shown in the illustration below:  

 
 

 

WHY ALL RISKS SCREEN? 
The All Risks screen allows for simple viewing and editing of multiple risks without needing 
to open each risk in a new window. This screen also allows users to sort all risks based on a 
selected criteria. For example, one can sort all risks according to risk category or due date. 

INSTRUCTIONS 
Review existing risk information as required with a view to updating the risk register. To edit 
the information in any field, position and double-click the cursor within the field you wish to 
edit and type the information/ edits as required. When editing some fields, a drop-down list 
will appear from which to select.  

To sort by field, click the column heading describing the primary field you wish to sort by. This 
will arrange the risks in an ascending order within the selected column. 
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Exporting risk data to Microsoft Excel 

 
 

 

 

 
 

All risk data recorded in the application can be exported into an Excel spreadsheet by selecting 
the Export button from within the All Risks screen. This will allow users to create customised 
reports and analysis not provided for in the software. 

 

The user will be required to specify a file name and the location to which the file is to be saved.   

 

Note:  
The software does not allow for any changes made within the Excel spreadsheet to be re-
imported into the application. Any changes to risk information that needs to be reflected in the 
risk register should therefore be made directly within the software itself. 
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Select and generate reports 
 

Navigate to the Select and generate reports screen from the Main Menu screen. 

 
 

 

 

WHY SELECT AND GENERATE REPORTS? 
It is important that stakeholders who have an interest in ensuring effective management of 
risks are periodically updated on the status of risks.  Typical stakeholders who may wish to 
receive risk reports include: 

• Board of Directors 

• Executive team  

• Line managers and specialists responsible for managing risk/s 

• Staff 

• 3rd Parties (business partners, the public, other agencies etc.) 

Different stakeholders will have different requirements in terms of: 

• Frequency of reporting 

• Type of content and level of detail, and  

• Report format.  

Users can select and generate from a range of preferred report types. The reports screen 
allows one to tailor reports for specific audiences/ purposes by filtering information in the risk 
register.  The best way to understand stakeholder reporting requirements is to discuss 
reporting options with them to understand their needs and preferences and to then agree a 
regular reporting ‘calendar.’ 
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Different reports can be generated by making selections and applying filters as described 
hereafter.  
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Report types can be selected from the Report drop-down list shown above.  Reports can be 
refined by selecting to filter by one or more of the Criteria shown in the Reports screen above, 
namely: 

 

• Risk owner 
• Business unit 
• Strategic objective 
• Risk category 
• Treatment owner 
• Tolerance level 
• Date/s risk created 
• Risk level. 

 

Defining and filtering report content 
 

Refer to the numbered sections of the risk reporting screen (above): 
 

1 Report Select the Report drop down list to view available risk report types. The 
reports include a range of summary and detailed reports, including 
graphical summary reports.  

Each report can be filtered to include/ exclude subsets of risk information 
– this provides a degree of flexibility to customise report content for 
specific audiences. Risk reports can be filtered by selecting criteria to 
include/ exclude from the report (see numbers 3-8 below).     

2 Format Reports can be created in either PDF or Microsoft Word formats.  MS 
Word reports can be edited, while PFD reports cannot.  Select the 
preferred file format.   

3 Risk owner To include risk information for all risk owners, select Don’t restrict by 
risk owner from the drop down list. Alternatively, you may report on risks 
allocated to a single risk owner by selecting the risk owner from the drop-
down list. To select multiple business units, go to the main Report drop 
down list (refer to 1 in the above diagram) and select risks summary by 
all risk owners. Then return to the Don’t restrict by risk owber drop 
down list and select the desired strategic objectives by clicking the 
mouse while holding the ‘Shift’ or ‘Ctrl’ key on your keyboard. 

4 
 

Business unit To include risk information for all business units, select Don’t restrict by 
business unit from the drop down list. Alternatively, you may report on 
risks allocated to a specific business unit by selecting from the drop-
down list. To select multiple business units, go to the main Report drop 
down list (refer to 1 in the above diagram) and select risks by business 
unit. Then return to the Don’t restrict by business unit drop down list 
and select the desired strategic objectives by clicking the mouse while 
holding the ‘Shift’ or ‘Ctrl’ key on your keyboard. 

5 Strategic 
objective 

To include risk information for all risk categories, select Don’t restrict by 
Strategic Objective from the drop down list. Alternatively, you may 
report on a specific risk category by selecting the risk category from the 
drop-down list. To select multiple categories, go to the main Report drop 
down list (refer to 1 in the above diagram) and select risks by strategic 
objective. Then return to the Don’t restrict by Strategic Objective drop 
down list and select the desired strategic objectives by clicking the 
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mouse while holding the ‘Shift’ or ‘Ctrl’ key on your keyboard. 

6 Risk category To include risk information for all risk categories, select Don’t restrict by 
risk category from the drop down list. Alternatively, you may report on a 
specific risk category by selecting the risk category from the drop-down 
list. To select multiple categories, go to the main Report drop down list 
(refer to 1 in the above diagram) and select risks by selected risk 
category. Then return to the Don’t restrict by risk catetory drop down 
list and select the desired categories by clicking the mouse while holding 
the ‘Shift’ or ‘Ctrl’ key on your keyboard. 

7 
 

Treatment 
owner 

To include risk information for all treatment owners, select Don’t restrict 
by treatment owner from the drop down list. Alternatively, you may 
report on risks allocated to a specific treatment owner by selecting from 
the drop-down list. To select multiple treatment owners, go to the main 
Report drop down list (refer to 1 in the above diagram) and select risk 
treatments by person/s responsible for treatment. Then return to the 
Don’t restrict by treatment owner drop down list and select the desired 
treatment owners by clicking the mouse while holding the ‘Shift’ or ‘Ctrl’ 
key on your keyboard. 

8 
 

Tolerance 
level 

To include risk information for all risks you’ve nominated within or outside 
your tolerance level, select Don’t restrict by tolerance level from the 
drop down list.  

9 Created 
between  

If you wish to report on or view risks created between specific dates, 
enter the required date range in the two date fields. This is useful when 
wishing to view ‘new’ or recently added risks.  

10 Risk level 
(Criticality) 

Reports can be filtered to include risks above or below a certain risk 
level. Risk levels to be included in the report should be ticked.  Risk 
levels are defined in the Setup risk context – Risk levels and Heat 
map colouring sub-menus.          

11 Generate Once the filtering criteria have been selected (if required), click the 
Generate button to create reports. Reports will be displayed on screen, 
reflecting requested risk type and filters.  Reports can be renamed and 
saved as required. 

12 Heat map Click on the Heat map button to generate a visual matrix (or heat map) 
which plots risks against the organisation’s Likelihood and Consequence 
risk rating scales.   

13 Return to main 
menu 

Click on the Return to main menu to exit the Reports screen. 

Report types and target audience 
 

The table below shows examples of the layout and content of different report types described in 
the table above (see item 1 above). 
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REPORT 
NAME 

DESCRIPTION AUDIENCE/ USE 

Summary 
report 

• Provides information on: 

• Risk description 

• Likelihood 

• Consequence 

• Control effectiveness 

• Responsibility for risk 

• Due dates for treatment 

• How the risk is trending  

• The risks previous score (if 
previously rated) 

• Risk within tolerance level. 

 

The audience will depend on the filters 
applied to the summary report (i.e. which 
business units, risk categories and risk 
owners are selected from the report 
definition process). 

Detailed risk 
report 

• Detailed risk reports contain all 
information contained in 
summary reports, but also 
include information on: 

• More detail on risk causes and 
consequences 

• Current controls 

• Link to strategic objectives 

• Information on risk treatment/s 

• Reference to supporting control 
and treatment documentation. 

 

The audience will depend on the filters 
applied to the summary report (i.e. which 
business units, risk categories and risk 
owners are selected from the report 
definition process). 
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GRAPHICAL REPORT FORMATS 

Risk heat map Risk heatmaps are popular colour 
coded matrix reports which show 
risks plotted according to their 
Likelihood and Consequence ratings 
and associated risk level. 

 

All stakeholders: 

Heatmaps are useful in providing a quick 
visual summary of a specified set or 
subset of risks. 

The colour coding, together with the fact 
that all risks are plotted on a single 
heatmap allow recipients to immediately 
understand the relative consequence 
and likelihoods and overall risk level of 
multiple risks.  It is also common 
practice to assign defined escalation 
protocols to each risk level, with Red 
and Orange risks typically escalated to 
the Board and Executive. 

 

Graphical 
summary of 
risks per score 

A graphical report that shows 
percentage of risks per risk level 
(severity) 

Risk Manager/ Risk Committee/ 
executive/ Risk Owner/s: 

This provides a high-level view of the 
overall risk exposure within the 
organisation. For example, it may 
indicate an unacceptably high proportion 
of ‘high’ or ‘extreme’ risks. Equally, it can 
be used over time to track whether the 
proportion of unacceptable risks is 
declining. 

 

Graphical 
summary of 
risks per 
category  

A graphical report that shows the 
proportion of total risks that fall 
within a given risk category 

Risk Manager/ Risk Committee/ 
Executive/ Risk Owner/s: 

Graphical summaries of risks by 
category allow users to: (1) identify 
common sources or types of risk (2) 
identify risk types that appear under-
represented – this can act as a trigger to 
re-evaluate the completeness of risk 
identification in specific operational/ 
functional areas.    

 

Graphical 
summary of 
risks by 
category and 
risk level 

A graphical report that shows risks 
sorted by risk category and then by 
risk level (risk score or severity) 

Risk Manager/ Risk Committee/ 
Executive/ Risk Owner/s: 

Graphical summary report showing both: 
(1) distribution of risks within defined risk 
categories or types and (2) risk 
categories which have higher numbers 
of low, moderate or extreme risks.   
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Graphical risk 
score history 

A graphical report that shows how 
the risk level, likelihood and 
consequence scores have changed 
over time.   

Risk Manager/ Risk Owner/ Risk 
Committee/s: 

This report is useful in showing risk 
trends and can be used to demonstrate 
whether or not risk treatments and 
strategies have succeeded in reducing 
risk exposure levels over time.  

 

OTHER DETAILED AND SUMMARY REPORTS 

Risks by 
business unit 

Shows all risks that have been 
associated with particular business 
units / divisions. Sorted by risk level 
(severity).   

 

Business unit head/ Risk manager: 

Useful for the head of a particular 
business unit to understand risks that 
they may be impacted by or responsible 
for. 

 

Prioritised 
risks by risk 
category 

Shows a detailed report of all risks 
linked to each risk category (HR, 
Finance, IT etc.). Sorted by risk 
level (severity).   

Functional area head or Executive:  

The head of IT may wish to understand 
all IT risks or the CFO all Finance risks. 
These reports can be a useful input into 
planning processes – for example the IT 
Manager may wish to understand all IT 
risks before finalising the annual IT 
budget or operations plan.  

 

Risk by 
consequence 
score 

Shows a detailed list of risks in 
order of consequence score, from 
highest to lowest. 

Business continuity managers and 
Directors 

Reviewing risks by consequence level 
can highlight the organisation’s 
vulnerability to high impact events. This 
knowledge can inform contingency and 
contintuity planning.  

Directors may also want to have a good 
understanding of which risks, if realised, 
could threaten the survival of the 
organisation.   

Risks by 
selected risk 
category 

Shows a summary of risks by single 
or multiple risk categories. 

Functional area head or Executive:  

The head of IT may wish to understand 
all IT risks or the CFO all Finance risks. 
These reports can be a useful input into 
planning processes – for example the IT 
Manager may wish to understand all IT 
risks before finalising the annual IT 
budget or operations plan. 

Risk summary 
by all risk 
owners 

Shows a summary view of all risks, 
grouped according to the allocated 
risk owner. 

Note: The report sorts according to 
the risk owner, rather than the 

Risk Manager/ Executive/ Risk Owner:  

Risk managers can produce report for all 
risk owners showing current risk status 
(ratings, treatment status etc.). Report is 
useful for operational and or risk 
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person who may be responsible for 
implementing a particular risk 
treatment plan or response.   

committees to understand progress 
against agreed risk response strategies 
or action plans.  By selecting to run the 
report for a single risk owner, that 
person can be provided with a summary 
of risks allocated to them.  Should a risk 
owner require a detailed view of all risks 
allocated to them, this can be done by 
selecting Detailed report and filtering by 
Risk owner. 
 

Risks by 
selected risk 
owner 

Shows all risks that have been 
allocated to a specific risk owner. 
Sorted by risk level (severity). 

Risk Owner and Risk Manager:  

Risk managers can produce reports for 
each risk owner showing current risk 
status (ratings, treatment status etc.). 
Report is useful for risk owner to track 
progress against agreed risk response 
strategies or action plans. 

 

Risks by 
strategic 
objective 

Report that links risks to specific 
organisational strategic objectives. 

Board/ Executive:  

Can use the report to understand risks 
that may impact on ability of 
organisation to meet key objectives/ 
strategies. 

 

Risk score 
changes 

Sorts risks according to whether the 
risk level is: 

• Increasing 

• Decreasing 

• Unchanged. 

Board/ Executive and Risk Owner/s? 
Auditors: 

Report can be used to demonstrate 
value of risk interventions – i.e. where risk 
level is decreasing, OR highlight to 
Board and auditors risk areas that may 
need additional attention – i.e. where 
risk level is increasing. 

 

Overdue risk 
treatments 

Shows risks where the treatment is 
incomplete and the due date for risk 
treatment has passed. 

 

Risk Owner/ Risk Manager/ Operational 
Management:  

Used to track progress and delays in 
implementing risk responses or 
treatments. 

Incomplete 
risk treatments 

Shows all risk where the Risk 
treatment status is not Complete. 
The report includes treatments that 
are overdue and those that are not 
yet due for completion. 
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Risk 
treatments – 
no dates/ 
overdue/ 
incomplete 
 

Shows all risk treatments that are 
either not complete or where a due 
date for treatment has not been set.  

Risk 
treatments by 
person/s 
responsible 
for treatment 

Shows all risk treatments, sorted by 
the person responsible for treatment 

Risk history 
report 

Shows all current and previous edits 
to a selected risk. The report shows 
each iteration of risk information  

Risk Owner/s/ Risk Manager/ Auditors: 

The report is useful to any person 
wishing to see how a risk has changed 
over time or who needs to trace changes 
as part of a risk history ‘audit or review.’ 

 

Deleted risks Shows information on risks that 
have been deleted from the risk 
register. Select the risk description 
to view information on deleted risks. 

Risk Manager/ Auditors: 

The report allows organisations to keep 
an audit trail of removed/ deleted risks.  
The software does not allow deleted 
risks to be re-instated. 

 

Consequence 
score table 

Shows the information from the 
Enter Business and Risk Context 
menu within ‘Consequence scores’ 
section in a table format. 

Internal stakeholders: 

The table enables staff to refer to the 
organisation’s risk criteria when 
analysing risk.  
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Example risk report formats 
 
Examples of some of the report types described above are illustrated below. Please note that 
the content of each report will depend on both the report type selected as well as any filters 
selected.    

 
Summary risk report 

 
 

Detailed risk report 
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Graphical reports 
 

Risk heat map: 
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Graphical summary of risks per level: 
 
 

 
 

 

Graphical summary of risks per category: 
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Graphical summary of risks by category and risk level:  
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